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Nasuni Ransomware Protection
Nasuni File Data Platform Add-On Service
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Nasuni File Data Platform enhancement

When combined with Nasuni core platform capabilities, which
includes frequent immutable snapshots with infinite versions and
Rapid Ransomware Recovery, the Nasuni Ransomware Protection
add-on service provides a highly effective and integrated solution
for protecting, detecting, and recovering from ransomware.



J Protect your files forever.

Nasuni Continuous File Versioning®

Technology protects an unlimited number of files as immutable
objects in low-cost and ultra-scalable cloud object storage provided
by Microsoft Azure, AWS, or Google Cloud. This, in turn, provides
Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO)
that are measured in minutes to ensure file data is protected without
requiring additional backup software.

Q  Detect the latest threats.

The Nasuni Ransomware Protection Add-On

Service delivers in-line edge detection of live ransomware attacks
using up-to-date intelligence on emerging threats, and analysis
of file system behavior to detect known, unknown, and zero-day
ransomware variants. E-mails and notifications keep IT on high
alert while customizable thresholds filter out false positives and
only target real threats.

& Respond quickly and automatically.

The Nasuni Ranhsomware Protection Add-On

Service’s mitigation policies automatically stop the attack by
quarantining active threats and preventing them from spreading.
A comprehensive incident report allows full understanding of the
attack details, which are automatically queued into the recovery
process with Nasuni Targeted Restore.

— Recover millions of files in minutes.

Rapid Ransomware Recovery

is the last line of defense, enabling the recovery of millions of files
with laser precision in minutes accross any number of sites to just
moments before the attack. With exact Recovery Point Objectives,
down to I-minute granularity, employees can quickly recover their
work and minimize downtime.

Nasuni Ransomware Protection

Prerequisites
Ransomware Protection
is an add-on service
requiring Nasuni File Data

Platform version 9.9.
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Features

Real-time edge detection of suspicious
incoming file patterns across all office locations,
including known, malicious extensions and zero-
day attacks

Up-to-date intelligence on the latest
ransomware variants

Mitigation policies automatically contain
ransomware attacks and prevent them from
spreading to other areas of an organization

IT notifications identify all impacted files and
users involved with an attack and their source
IP addresses while providing convenient alerts
through emails and notifications

Incident reporting provides a comprehensive
report to fully understand the source, scope,
and timeline of the attack

Integration into SecOp tools, like Microsoft
Sentinel, for visibility and coordination of data
security across the entire organization
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Early detection and targeted restore

Without knowing exactly when and where an attack
has occurred, assessing the damage to determine
all the files and users involved can take hours,

days, or weeks. Instead, IT is kept on high alert for

all malicious ransomware behavior so remediation
and recovery can start immediately. With the Nasuni
Targeted Restore Process, the system automatically
takes care of the investigative work, minimizing the
recovery process to just a few clicks.
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Nasuni is a scalable data platform for enterprises facing an
explosion of unstructured data in an Al world, eliminating
the choice between expensive tinkering or an overwhelming

sales@nasuni.com transformation of your entire data infrastructure.
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The Nasuni File Data Platform delivers effortless scale in

nasuni.com hybrid cloud environments, enables control at the network

edge, and meets the modern enterprise expectation for
protected, insight- and Al-ready data. It simplifies file data
management while increasing access and performance.

Consolidate data, cut costs, and empower users — all while
transforming your data from obstacle into opportunity.




