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How to recover from a

RANSOMWARE
ATTACK

Hardest Hit Industries in 2021

Public
Sector

Professional
Services

You’ve been attacked!

// IMPACT: 2,000 Employees | 1 Million Files | 30 Servers

HOW WILL YOU RECOVER YOUR FILES?

Using Traditional Using Nasuni

Cloud File Storage

Backup

Identify Encrypted Files
1 Million

Panic!

Try to restore entire
volume from last
snapshot, 20 weeks ago

All Snapshots
are Encrypted

Ransomware was
planted 30+ weeks ago

Decide to Pay

Negotiate Ransom
down to $250K

Setup Crypto Wallet

Learn how to set up crypto
wallet with Accounts Payable

Transfer $250K

of corporate funds to crypto
wallet and wait for funds to clear

Purchase
Crytpocurrency

and send to hacker’s
crypto wallet

Receive
Spreadsheet

75 encryption keys, no
instructions, and no idea about
which keys go to which server

Research
on YouTube how to apply keys

80% of

Companies

that pay ransomware
will get hit again

Try to Restore

from 32 weeks ago

Find “Staging”
diskspace to restore
1 million files

Not Allowed

to pay ransom

Restore Files
to staging drive

Copy Files

from staging to production
storage at all locations

Didn’t Restore

files back far enough,
files are still encrypted

Try Again
Clear staging disks
and start over

Never hear
from hacker again

Files begin
to decrypt

But process takes a lot
of processing power
across multiple locations
and is unbearably slow

Done...?

TOTAL TIME:
DAYS/WEEKS

RESULTS
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Down for 2-3
weeks, orders
stop coming in

Watch Nasuni restore
ONE MILLION files'in
39 SECONDS at

Bad press coverage,
loss of customer
confidence

¥

Data loss
across entire
organization

TOTAL TIME: <12 HOURS

RESULTS

Minimal data
loss, business
not interrupted

No Nasuni
customer has ever
paid a ransom

Company stays
out of the news

Nasuni has
Built-in, Rapid
Ransomware
Recovery

“Nasuni was
when we got hit

by a ransomware attack.”

Stephen Held

LEO A DALY, Vice President and CIO
“Once we contained the attack,

we were able

Our operations hardly missed a beat.”
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